Salesforce Agentforce Specialist Certification Study Guide: Topic 3 - Agent
Configuration and Management

Introduction to Agent Configuration and Management

The Salesforce Agentforce Specialist Certification validates expertise in deploying and
managing Al-driven agents within the Agentforce platform, a cornerstone of Salesforce’s Al
strategy introduced at Dreamforce 2024. The third topic, Agent Configuration and
Management, accounts for approximately 20% of the exam (around 12 questions) and
builds on the foundational knowledge of Prompt Engineering and Agentforce Concepts and
Tools. This section dives into the practical aspects of setting up, customizing, and
maintaining Agentforce agents to meet business needs, ensuring they operate efficiently
within Salesforce’s ecosystem.

Agent Configuration and Management involves defining agent roles, configuring their
behaviors, assigning permissions, and deploying them across channels like Service
Console, chat, or email. It’'s about translating business requirements into actionable Al
solutions while maintaining control over agent performance and security. This guide
provides over 4,000 words of in-depth content to equip you with the skills to excelin this
critical exam domain.

Overview of Agent Configuration and Management

Agent Configuration and Management is the process of tailoring Agentforce agents to
specific use cases, ensuring they’re accessible to the right users, and maintaining their
functionality over time. This topic bridges the conceptual understanding of Agentforce with
its real-world implementation, focusing on the hands-on tasks specialists perform in Agent
Builder and related tools.

Why It Matters

e Customization: Configured agents align with unique business processes (e.g.,
support ticket triage, sales lead qualification).

e Accessibility: Proper management ensures agents are available where needed
(e.g., chat widgets, Lightning pages).

¢ Control: Permissions and monitoring maintain security and compliance.
¢ Scalability: Well-managed agents support growing organizational demands.

Key Focus Areas



¢ Configuring agent settings and behaviors.
e Managing user access and permissions.
¢ Deploying agents across Salesforce platforms.

e Updating and maintaining agents post-deployment.

Core Concepts of Agent Configuration and Management
1. Agent Configuration Basics

Configuring an agent involves defining its identity, scope, and operational parameters
within Agent Builder.

e Agent Identity:
o Name: A unique identifier (e.g., “SupportAgent_V1”).
o Description: Purpose and scope (e.g., “Handles Tier 1 support queries”).
o Persona: Tone and style (e.g., “friendly and concise”).
e Scope:
o Use Case: Sales, service, or custom (e.g., “Order status updates”).
o Channels: Chat, email, Slack, or Lightning pages.

o DataAccess: Objects and fields the agent can query or update (e.g., Cases,
Contacts).

e Behavior Settings:
o Triggers: Events that activate the agent (e.g., new case creation).
o Actions: Tasks the agent can perform (e.g., “Send reply,” “Escalate case”).
o Plans: Predefined workflows (e.g., “Resolve or escalate in 3 steps”).
2. Permissions and Roles
Managing who can create, edit, and use agents is critical for security and efficiency.
e UserRoles:

o Administrators: Full access to Agent Builder (e.g., “Customize Application”
permission).



o Agents Managers: Edit and deploy agents (e.g., “Manage Agentforce”
permission).

o End Users: Interact with deployed agents (e.g., Service Console users).
e Permission Sets:
o Manage Agentforce: Create/edit agents and plans.
o View Agentforce: Access deployed agents without editing rights.
o Custom Sets: Tailored for specific teams (e.g., “Sales Agent Users™).
e Profile Assignment: Assign permissions via profiles or permission sets in Setup.
3. Deployment Strategies

Deploying agents involves integrating them into Salesforce interfaces and external
channels.

o Deployment Options:
o Service Console: Embed agents for support reps.
o Chat Widgets: Add to Experience Cloud sites for customers.
o EmailIntegration: Trigger agents via email-to-case.

o Slack/Messaging: Deploy via Salesforce Messaging channels.

¢ Steps:
1. Configure agent in Agent Builder.
2. Test in a sandbox environment.
3. Deploy to production via change sets or manual activation.

e Considerations:
o Ensure channel compatibility (e.g., chat supports real-time).
o Validate user access post-deployment.
4. Maintenance and Updates
Post-deployment management ensures agents remain effective as business needs evolve.
e Monitoring:

o Track usage via Agentforce dashboards.



o Review Einstein Trust Layer logs for compliance.
e Updates:

o Modify actions/plans (e.g., add new FAQSs).

o Adjust scope (e.g., expand to new objects).

 Deactivation: Retire outdated agents to avoid redundancy.

Tools for Agent Configuration and Management
1. Agent Builder: The Configuration Hub
Agent Builder is the central tool for configuring and managing agents.
o Configuration Features:
o Agent Setup: Define name, persona, and scope.
o Action Linking: Assign standard/custom actions.
o Plan Design: Build multi-step workflows.
o Permission Settings: Control user access.
¢ Management Features:
o Versioning: Track changes to agents.
o Testing: Simulate interactions in a sandbox.
o Deployment: Activate agents for production use.
o Access: Setup > Agentforce > Agent Builder.
2. Setup and Security Controls
Salesforce Setup provides additional tools for managing agents.
¢ Permission Management:
o Navigate to Setup > Users > Permission Sets.
o Assign “Manage Agentforce” or custom sets.
o Profile Configuration:

o Edit profiles to grant agent access (e.g., “Service Agent User” profile).



e Object Settings: Define agent access to objects/fields via object permissions.
3. Flow Builder: Enhancing Configuration
Flow Builder supports advanced agent configuration.
e Use Cases:
o Create custom triggers (e.g., “Activate agent on high-priority case”).
o Build complex plans (e.g., “Query inventory, then notify”).
o Integrate with external systems via Flow actions.
e Integration: Link Flows to agents as invocable actions.
4. Einstein Trust Layer: Governance Layer
The Einstein Trust Layer ensures configured agents operate securely.
¢ Role:
o Masks sensitive data during agent interactions.
o Restricts actions to authorized tasks.
o Logs activity for audits.

¢ Configuration Impact: Agents must comply with Trust Layer rules (e.g., no direct PlII

access).

Exam Objectives for Agent Configuration and Management

The exam tests practical skills in configuring and managing Agentforce agents. Key

objectives include:
1. Configuring Agents:
o Setup agents with specific scopes and behaviors.
o Linkactions and plans in Agent Builder.
2. Managing Permissions:
o Assignroles and permission sets for agent access.
o Troubleshoot access issues.

3. Deploying Agents:



o Integrate agents into Salesforce channels.
o Validate deployment success.
4. Maintaining Agents:
o Update agent settings post-deployment.
o Monitor and deactivate as needed.
5. Ensuring Compliance:
o Apply Einstein Trust Layer principles.

o Manage agent data securely.

Detailed Exploration of Agent Configuration and Management
Step-by-Step: Configuring an Agent
Let’s configure a sample agent: “CaselriageBot.”
1. Access Agent Builder:
o Go to Setup > Agentforce > Agent Builder.
o Click New Agent.
2. Define Settings:
o Name: “CaselriageBot”.
o Description: “Triages incoming support cases.”
o Persona: “Professional and concise”.
o Scope: Service cases.
3. Assign Actions:
o Standard: “Query Case Status,” “Send Reply.”
o Custom: “EscalateHighPriority” (Flow-based).
4. Create aPlan:
o Step 1: Check{!Case.Priority}.

o Step 2: If “High,” trigger “EscalateHighPriority”; else, send status update.



o Outcome: Case triaged.
5. Set Permissions:
o Assign “Manage Agentforce” to admins.
o Grant “View Agentforce” to support reps.
6. Test and Deploy:
o Simulate in Agent Builder with sample cases.
o Deployto Service Console.
Managing Permissions
e Scenario: Support reps can’t see “CaselriageBot.”
o Fix: Add “View Agentforce” permission set to their profile.
o Verification: Test access in Service Console.
o Best Practice: Use permission sets over profiles for scalability.
Deployment Example
e Channel: Chat widget on Experience Cloud.
o Steps:
1. Configure “OrderStatusBot” in Agent Builder.
2. Embed via chat settings in Experience Cloud.
3. Testwith “Where’s my order?” query.
o Output: “Order #789is shipped, arriving March 20, 2025.”
Maintenance Workflow
e Update: Add new action “Check Warranty” to “CaselriageBot.”
o Steps:
1. Editagentin Agent Builder.
2. Link new Flow-based action.
3. Testandredeploy.

o Deactivation: Retire old “SupportBot_V1” after deploying “V2.”



Real-World Scenarios and Practice Questions
Scenario 1: Case Triage Automation
Need: Triage incoming cases by priority.
e Agent: “CaselriageBot”:
o Actions: Query {{Case.Priority}, escalate or reply.
o Plan: High = escalate, else = status update.
e Output: “Case #00123 (High) escalated to supervisor.”
Question: What tool defines the escalation plan?
¢ Answer: Agent Builder.
Scenario 2: Sales Follow-Up Deployment
Need: Deploy a sales agent to Lightning pages.
e Agent: “SalesFollowBot”:
o Actions: Get{!Lead.Status}, send email.
o Deployment: Opportunity Lightning page.
e Output: “Follow-up email sent to {!{Lead.FirstName}.”
Question: How do you restrict editing to admins?
e Answer: Assign “Manage Agentforce” permission set.
Scenario 3: Chat Support Agent
Need: Customer chat support for FAQs.
e Agent: “FAQBot”:
o Actions: Query Knowledge Articles, reply.
o Deployment: Chat widget.
e Output: “Restart your device to fix login issues.”

Question: What ensures data security?

e Answer: Einstein Trust Layer masks PII.



Troubleshooting Agent Configuration Issues
Common Issues
1. Agent Not Triggering:
o Cause: Misconfigured trigger.
o Fix: Verify event (e.g., case creation) in Agent Builder.
2. Permission Errors:
o Cause: Missing “View Agentforce” access.
o Fix: Update user profiles/sets.
3. Deployment Failure:
o Cause: Channel mismatch.
o Fix: Ensure agent supports chat/email.
4. Outdated Responses:
o Cause: Stale actions/plans.
o Fix: Update and redeploy agent.
Debugging Tips
e Testin sandbox before production.
e Check T Trust Layer logs for restrictions.

e Simulate user roles to validate access.

Study Strategies and Resources

Hands-On Practice
e Setup: Configure 15 agents in a Developer Org.
e Tasks: Assign actions, plans, and deploy to channels.
¢ Validation: Test with sample data.

Memorization Aids



e Flashcards:
o “Agent Scope” | “Defines use case and channels.”
o “Permissions” | “Control access to agents.”
¢ Mnemonic: “CAMP” - Configure, Access, Manage, Deploy.
Resources
e Trailhead: “Agentforce Configuration Basics.”
e Salesforce Docs: “Agent Builder Permissions.”

e Community: Trailblazer forums for Agentforce.

Summary Table: Agent Configuration and Management

Aspect Details

Configuration Define scope, actions, plans in Agent Builder
Permissions Assign via sets/profiles (e.g., “Manage Agentforce”)
Deployment Channels like chat, email, Lightning pages
Maintenance Update actions, monitor usage, deactivate old

Trust Layer Ensures secure, compliant agent operations



