Salesforce CRM Analytics and Einstein Discovery Consultant Certification Study
Guide

Topic 2: Security (11% Exam Weight)
Introduction to Security

The Security topic, weighted at 11%, is a critical component of the Salesforce CRM
Analytics and Einstein Discovery Consultant certification. This section evaluates the ability
to design and implement a robust security model within CRM Analytics to protect sensitive
data, ensure compliance with organizational policies and regulations (e.g., GDPR, HIPAA),
and control access to analytics assets such as datasets, dashboards, and apps. Security in
CRM Analytics is not an afterthought—it’s a foundational requirement that ensures data
integrity, maintains user trust, and prevents unauthorized access or misuse. A consultant
must master permissions, row-level security, and sharing settings to tailor access precisely
to user roles, from frontline agents to executives.

Importance of Security

o Data Protection: Safeguards sensitive information such as customer PII, financial
records, or proprietary business data from breaches or leaks.

¢« Regulatory Compliance: Ensures adherence to legal standards, avoiding penalties
and reputational damage.

e Granular Access Control: Limits visibility to relevant data (e.g., regional managers
see only their region’s metrics), enhancing operational efficiency and privacy.

« Auditability: Provides a framework to track who accesses what, supporting
governance and troubleshooting. A poorly secured analytics environment risks
exposing confidential data, violating compliance, and undermining the credibility of
insights derived from CRM Analytics.

Exam Objectives for Security

While the Salesforce Exam Guide does not explicitly list sub-objectives, the scope of the
Security topic implies the following key areas of focus:

1. Configure user permissions and licenses to manage access to CRM Analytics
features and tools.

2. Implement dataset security, including row-level security (RLS) and predicates, to
restrict data visibility based on user attributes.



3. Establish sharing settings for apps, dashboards, and datasets to control access at
the asset level. This guide will explore these areas with exhaustive depth, providing
everything needed to excel in the 11% of the exam dedicated to Security.

Key Concepts and Subtopics: A Comprehensive Breakdown

The Security topic encompasses three pivotal areas: User Permissions, Dataset Security,
and Sharing Settings. Each is dissected below with granular explanations, step-by-step
configurations, extensive examples, practical scenarios, troubleshooting insights, and best
practices to ensure a thorough understanding.

1. User Permissions

o Definition: User Permissions define the level of access and capabilities granted to
individuals within CRM Analytics, determining who can view, edit, or manage
analytics assets.

+ Significance: Proper permissions ensure users have the tools they need without
overexposing sensitive features or data, aligning with the principle of least privilege.

e Mechanics:

o Licenses: CRM Analytics offers specific license types (e.g., CRM Analytics
Growth, Plus, Einstein Discovery) that dictate base access levels.

o Permission Sets: Predefined sets like “CRM Analytics User” (viewing/using
analytics) and “CRM Analytics Admin” (managing assets) refine capabilities.

o Profiles: Optionally used to assign permissions en masse, though
permission sets are more flexible for analytics-specific roles.

Detailed Configuration Steps:

1. Assign Licenses:

» Navigate to Setup > Users in Salesforce.

= Selectauser(e.g., “John Doe, Support Manager”).

» Edit user details, assign a CRM Analytics license under “License
Assignment” (e.g., “CRM Analytics Plus” for full access).

= Save changes.

2. Assignh Permission Sets:



= Goto Setup > Permission Sets.

= Choose “CRM Analytics User” for standard users or “CRM Analytics
Admin” for administrators.

= Click “Manage Assignments,” add users (e.g., “Jane Smith, Analyst”),
and save.

Verify Access:
= Loginasthe uservia asandbox ortestorg.

= Confirm Analytics Studio is accessible (e.g., “CRM Analytics User”
sees dashboards but not Data Manager).

Customization Options:

o Custom Permission Sets: Create tailored sets (e.g., “Dashboard Viewer
Only”) with specific object/field permissions (e.g., Read on Datasets).

o Role-Based Assignment: Map permissions to roles (e.g., “Sales Manager”
gets “CRM Analytics User”).

Troubleshooting Tips:

o User Can’t Access Analytics: Verify license assignment (e.g., missing “CRM
Analytics Plus”) or permission set (e.g., “CRM Analytics User” not applied).

o Admin Features Missing: Ensure “CRM Analytics Admin” is assigned, not
just “User.”

Best Practices:

o Restrict “CRM Analytics Admin” to a small group of trusted admins to prevent
unintended changes.

o Use permission sets over profiles for flexibility in mixed-role environments.

o Regularly audit licenses to reclaim unused ones (e.g., via Setup > Installed
Packages > Manage Licenses).

Practical Example: A manufacturing firm assigns permissions:
o Scenario: Analysts need full access, agents need view-only.

o Action: Analysts get “CRM Analytics Plus” + “CRM Analytics Admin”; agents
get “CRM Analytics Growth” + “CRM Analytics User.”



o Outcome: Analysts build dashboards, agents view them without edit rights.

2. Dataset Security

Definition: Dataset Security controls which rows of data a user can see within a
dataset, using mechanisms like sharing inheritance and security predicates to
enforce row-level security (RLS).

Significance: Prevents users from accessing irrelevant or sensitive data (e.g., a
regional sales rep shouldn’t see another region’s figures), ensuring privacy and
compliance.

Mechanics:

o Sharing Inheritance: Automatically applies Salesforce object sharing rules
to CRM Analytics datasets (e.g., if a user can’t see an Opportunity in
Salesforce, they can’tin Analytics).

o Security Predicates: Custom filters written in SAQL-like syntax (e.g., “Region
= ‘West’”) that restrict rows based on user attributes (e.g., User.Region).

Detailed Configuration Steps:

Access Dataset Security:
» Goto Analytics Studio > Data Manager > Datasets.
= Selectadataset (e.g., “Sales Data”).
» Click “Edit” next to Security Settings.

Enable Sharing Inheritance:

» Check “Inherit Sharing Rules from Salesforce” for Salesforce-sourced
datasets (e.g., “Opportunities”).

= Save and verify (e.g., test with a user who has limited Opportunity
access).

Add Security Predicate:

» Forexternal or custom datasets, enter a predicate (e.g., 'Region' =
{{User.Region}}).

= This uses dynamic user attributes (e.g., User.Region from the user’s
profile).



= Save and test by logging in as different users (e.g., West vs. East region
reps).

4. Validate:
= Run asample query in Analytics Studio (e.g., lens on “Sales Data”).

= Confirm only permitted rows appear (e.g., West rep sees only “West”
data).

e Customization Options:

o Multiple Conditions: Combine predicates (e.g., 'Region' = '{{User.Region}}'
AND 'Department’ = '{{User.Department}}').

o Static Filters: Use fixed values (e.g., 'Country' = 'USA') for broad restrictions.
e Troubleshooting Tips:

o User Sees All Data: Check predicate syntax (e.g., missing quotes around
'Region') or ensure sharing inheritance is enabled.

o No Data Visible: Verify user attributes match predicate (e.g., User.Region is
blank), adjust predicate or profile data.

e Best Practices:

o Use sharinginheritance for Salesforce data to leverage existing rules.

o Test predicates with edge cases (e.g., users with multiple regions).

o Document predicates (e.g., “Restricts to user’s region per Sales hierarchy”).
¢ Practical Example: A telecom company secures “Case Data”:

o Scenario: Agents see only their region’s cases (e.g., “North” vs. “South”).

o Action: Dataset “Case Data” uses predicate 'Region' ='{{User.Region}}'; test
with North agent (sees 500 North cases, 0 South).

o Outcome: Region-specific access enforced, protecting data privacy.
3. Sharing Settings

o Definition: Sharing Settings determine visibility and edit rights for CRM Analytics
assets (apps, dashboards, lenses, datasets) at the folder or app level.



o Significance: Ensures assets are accessible only to intended audiences (e.g., a
“Finance Dashboard” isn’t visible to sales reps), balancing collaboration with
control.

e Mechanics:

o App Sharing: Assigns roles—Viewer (read-only), Editor (modify), Manager
(full control)—within an Analytics app.

o Folder Sharing: Leverages Salesforce folder permissions to control access
to assets outside apps.

¢ Detailed Configuration Steps:
Share an App:
= In Analytics Studio, open an app (e.g., “Sales Analytics App”).
= Click“Share” in the top-right corner.
= Add users, roles, or groups:
= “Sales Team”role as “Viewer” (view dashboards).
=  “Analysts” group as “Editor” (edit dashboards).
=  “Admin” user as “Manager” (full control).
= Save and notify users (optional email).
Share via Folders:
» Go to Setup > Sharing Settings > Analytics Sharing.
» Create afolder (e.g., “Executive Reports”).
» Assign access (e.g., “Executives” role = Read, “Admins” = Manage).
» Move assets (e.g., “CSAT Dashboard”) into the folder.
Verify Access:
= Loginasatestuser(e.g., Sales Rep with “Viewer” role).
= Confirm visibility (e.g., sees “Sales Analytics App” but can’t edit).

e Customization Options:



o Dynamic Sharing: Use Apex to programmatically share apps based on
criteria (e.g., share with users where User.Title = 'Manager').

o Public Links: Generate temporary links for one-off sharing (e.g., external
audit), with expiration.

e Troubleshooting Tips:

o Asset Not Visible: Check app sharing (e.g., user not in “Viewer” list) or folder
permissions (e.g., folder not shared).

o Edit Denied: Confirmrole (e.g., “Viewer” can’t edit, needs “Editor”).
o Best Practices:
o Defaultto “Viewer” unless editing is required to minimize risk.

o Userole-based sharing for scalability (e.g., “Sales Managers” role vs.
individual users).

o Regularly review sharing settings (e.g., quarterly audits via Analytics Studio >
Sharing).

e Practical Example: A retail chain shares “Store Performance” assets:
o Scenario: Store managers view, analysts edit, admins manage.

o Action: “Store Performance App” shared: “Store Managers” = Viewer,
“Analysts” = Editor, “Admins” = Manager.

o Outcome: Managers monitor KPls, analysts tweak dashboards, admins
oversee changes.

Scenario Example: Comprehensive Security Design

Scenario: A financial institution needs to secure its CRM Analytics environment for 500
users across three roles: analysts (full access to all data), regional agents (region-specific
case data), and managers (dashboard-only access). The dataset “Customer Transactions”
contains sensitive financial data, and a “Revenue Dashboard” must be restricted to
managers.

¢ Requirements Breakdown:

o Analysts: Access all features and data (e.g., 5 analysts).



o Agents: See only their region’s transactions (e.g., 450 agents across 5
regions).

o Managers: View “Revenue Dashboard” without editing (e.g., 45 managers).

o Dataset: “Customer Transactions” (10M rows, fields: Transaction ID,
Amount, Region).

o Dashboard: “Revenue Dashboard” (shows aggregated revenue trends).

Solution Design:

o User Permissions:

Analysts: Assign “CRM Analytics Plus” license + “CRM Analytics
Admin” permission set.

» Setup: Setup > Users > Assign Licenses > “CRM Analytics Plus”
for 5 analysts; Permission Sets > “CRM Analytics Admin” > Add
Users.

Agents: Assign “CRM Analytics Growth” license + “CRM Analytics
User” permission set.

» Setup: Assign to 450 agents, ensuring view-only access.

Managers: Assign “CRM Analytics Growth” license + “CRM Analytics
User” permission set.

= Setup: Assign to 45 managers, restricting to user-level
capabilities.

Verification: Test logins—analysts see Data Manager,
agents/managers see Analytics Studio only.

o Dataset Security:

Dataset: “Customer Transactions.”
Configuration:

= |n Data Manager > Datasets > “Customer Transactions” > Edit
Security.

= Add Predicate: 'Region' = '{{User.Region}}' (links to User.Region
profile field).



= Disable sharing inheritance (external data, not Salesforce-
sourced).

»  Test: Agent with User.Region = “North” sees only North transactions
(e.g., 2M of 10M rows).

» Outcome: Agents restricted to their region’s data, analysts see all
10M rows (no predicate applied to Admins).

o Sharing Settings:
= App: Create “Finance Analytics App” in Analytics Studio.

=  Add“Customer Transactions” dataset and “Revenue
Dashboard.”

= Share:

=  “Analysts” group = Editor (modify
dashboards/datasets).

=  “Managers” role = Viewer (view “Revenue Dashboard”).
=  “Admins” = Manager (full control).
= Exclude agents (they access dataset via lenses, not app).
= Folder: Create “Manager Reports” folder in Setup > Sharing Settings.
» Move “Revenue Dashboard” to folder.
= Share with “Managers” role = Read, “Admins” = Manage.

= Verification: Manager logs in, sees “Revenue Dashboard” in
app/folder, can’t edit; agent can’t see app.

o Outcome:
= Analysts build and edit analytics freely.

= Agents see only their region’s transactions (e.g., “South” agent sees
1.8M rows).

= Managers view “Revenue Dashboard” without altering it, ensuring
controlled access.



Exam-Focused Insights and Strategies

¢ Common Questions:

o

o

o

Scenario-Based: “A company needs agents to see only their department’s
data in a dataset. How would you secure it?” (Answer: Use a predicate like
'Dept' = '{{User.Department}}.)

Tool Selection: “When should you use sharing inheritance vs. predicates?”
(Answer: Inheritance for Salesforce data with existing rules, predicates for
external/custom data.)

Troubleshooting: “A user sees no data in a secured dataset. What’s the
issue?” (Answer: Mismatched user attribute in predicate, e.g., User.Region
blank.)

e Key Memorization:

@)

o

Permission Sets: “CRM Analytics User” (view), “CRM Analytics Admin”
(manage).

Predicate Syntax: 'Field' = '{{User.Attribute}}.

Sharing Roles: Viewer, Editor, Manager.

e Practical Tips:

o

Practice in a Sandbox: Secure a dataset with a predicate, share an app with
different roles, test with multiple users.

Know Limits: 10 predicates per dataset, 100 shared users per app (adjust
designs accordingly).

Study Tips for Security

1. Hands-On Practice:

o

Assign “CRM Analytics User” and “Admin” to test users, verify access levels.

Apply a predicate (e.g., 'Region' = 'West') to a dataset, test with a restricted
user.

Share an app with Viewer/Editor roles, confirm permissions.

2. Memorize Concepts:



o Licenses: Growth (basic), Plus (advanced), Einstein Discovery (Al).
o Sharing Inheritance vs. Predicates: When and why.
3. Scenario Mastery:

o Solve: “Secure a dataset for regional managers, share a dashboard with
execs only.”

4. Trailhead Modules:
o “CRM Analytics Security Basics”
o “Data Security in CRM Analytics”
5. Test Edge Cases:
o Breaksharing (e.g., wrong predicate), fix in Data Manager.
o Over-share an app, audit and correct.
Summary of Security

This massive guide has delivered a comprehensive mastery of Security in CRM Analytics. It
has covered:

e Configuring user permissions with licenses and permission sets to control feature
access.

¢ Implementing dataset security using sharing inheritance and predicates for row-
level control.

e Establishing sharing settings for apps and folders to manage asset visibility and edit
rights.

This exhaustive resource ensures readiness for the 11% of the exam focused on Security.



