
Salesforce Admin Exam Study Material: User Setup 

Introduction 

User Setup is a critical topic for the Salesforce Administrator Certification Exam (ADM-
201), falling under the Configuration and Setup section (approximately 20% of the exam). 
It involves creating and managing user accounts, assigning appropriate licenses, profiles, 
roles, and permissions, and ensuring security aligns with organizational needs. This 
expanded material provides an exhaustive exploration of user setup, including processes, 
tools, troubleshooting, best practices, and exam-focused scenarios, preparing you 
thoroughly for related questions. 
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1. Overview of User Setup 

User Setup in Salesforce is the process of onboarding individuals into the platform, 
configuring their access, and maintaining their accounts throughout their lifecycle. It 
requires balancing functionality (what users need to do) with security (what they’re allowed 
to see). Key responsibilities include: 

• Creating user records with unique credentials. 

• Assigning licenses, profiles, roles, and permissions. 

• Managing user lifecycle (activation, deactivation, updates). 

• Troubleshooting access issues efficiently. 

Why It Matters for the Exam: Expect questions on user creation, access control 
mechanisms, security settings, and resolving common user-related problems. Mastery of 
this topic demonstrates your ability to manage a Salesforce org effectively. 

 

2. Key Concepts and Definitions 

Term Definition Key Notes 

User 
An individual with a Salesforce login, tied to a 
unique username and password. 

Must have a profile; role is 
optional. 

Profile 
Defines permissions for objects, fields, apps, 
and UI settings (e.g., tab visibility). 

Mandatory; controls "what 
users can do." 

Role 
Positions a user in the org’s hierarchy, 
influencing record visibility via sharing rules. 

Optional; controls "what 
users can see." 

Permission 
Set 

A collection of permissions assigned to extend 
access beyond a profile. 

Flexible; multiple can be 
assigned to a user. 

Public 
Group 

A set of users, roles, or other groups used for 
sharing or task assignment. 

Simplifies bulk access 
management. 

Queue 
A group of users who share ownership of 
records (e.g., Leads, Cases) for collaborative 
work. 

Often used in workflows or 
assignment rules. 

User Determines the scope of Salesforce features a  



Term Definition Key Notes 

License user can access (e.g., Salesforce, Chatter Only). 

 
3. User Management Components 

3.1 Users 

• Purpose: Represents employees, partners, or external users who interact with 
Salesforce. 

• Key Fields:  

o Username: Globally unique (e.g., jane.doe@company.com). Cannot be 
reused even after deactivation. 

o Email: Used for login (if SSO isn’t enabled) and notifications. 

o Alias: Short identifier (e.g., jdoe), auto-populated from name. 

o Profile: Required; sets baseline permissions. 

o Role: Optional; affects record access. 

o Active: Checkbox to enable/disable login. 

o Time Zone, Locale, Language: Ensures UI and data display match user 
preferences. 

• Creation Path: Setup > Users > Users > New User or Add Multiple Users (up to 10 
at once in UI). 

• Bulk Creation: Use Data Loader or Salesforce CLI for large-scale imports. 

3.2 Profiles 

• Purpose: Controls object-level access (CRUD), field-level security (FLS), and UI 
customization. 

• Types:  

o Standard Profiles: Predefined (e.g., System Admin, Standard User). Read-
only. 

o Custom Profiles: Created by cloning standard profiles; fully editable. 

• Key Permissions:  



o Object Permissions: Create, Read, Update, Delete (CRUD) for 
standard/custom objects. 

o Field-Level Security (FLS): Visible, Read-Only, or Hidden per field. 

o App Settings: Which apps (e.g., Sales, Service) users can access. 

o Tab Settings: Default On, Default Off, or Hidden. 

o System Permissions: e.g., "View All Data," "Modify All Data." 

• Editing: Setup > Profiles > [Profile Name] > Edit. 

• Exam Tip: Profiles don’t control record-level access; that’s the role’s job. 

3.3 Roles 

• Purpose: Establishes a hierarchy to control record visibility via the role hierarchy 
and sharing rules. 

• Hierarchy Mechanics:  

o Higher roles inherit access to records owned by lower roles (if "Grant Access 
Using Hierarchies" is enabled on the object). 

o Example: A Sales VP can see records owned by Sales Reps reporting to them. 

• Setup: Setup > Users > Roles > Set Up Roles. 

• Key Point: Roles are optional; a user with no role can still log in and work. 

3.4 Permission Sets 

• Purpose: Grants additional permissions without altering the user’s profile. 

• Components:  

o Object and field permissions. 

o System permissions (e.g., "Export Reports"). 

o App-specific permissions. 

• Use Cases:  

o Temporary access (e.g., "Delete Cases" for a week). 

o Specific permissions (e.g., "Manage Dashboards" for analysts). 

• Assignment: Setup > Users > Permission Sets > [Select Set] > Manage 
Assignments. 



3.5 Public Groups 

• Purpose: Groups users, roles, or other groups for sharing records or assigning 
tasks. 

• Types:  

o Manual: Admin-defined (e.g., "Marketing Team"). 

o Automatic: System-generated (e.g., "All Internal Users"). 

• Use Case: Share Opportunities with "Sales Team" group. 

• Setup: Setup > Users > Public Groups. 

3.6 Queues 

• Purpose: Enables collaborative ownership of records (e.g., Leads, Cases). 

• Key Features:  

o Assignable via assignment rules or manual updates. 

o Members can "accept" records from the queue. 

• Setup: Setup > Users > Queues. 

• Example: A "Lead Queue" for unassigned Leads. 

 

 

 

4. Step-by-Step User Setup Process (Expanded) 

The user setup process is a systematic approach to onboarding users, ensuring they have 
the right access while maintaining security. Here’s a detailed breakdown: 

1. Analyze Requirements:  

o Stakeholder Input: Meet with managers to understand the user’s role (e.g., 
Sales Rep, Support Agent). 

o Access Mapping: Identify required objects (e.g., Leads, Cases), apps (e.g., 
Sales), and features (e.g., Reports). 

o Security Considerations: Determine data sensitivity (e.g., restrict access to 
Opportunities for non-sales users). 



o Example: A marketing user needs Campaigns and Reports but not 
Opportunities. 

2. Check License Availability:  

o Path: Setup > Company Information > User Licenses. 

o Verification: Confirm available licenses match user needs (e.g., Salesforce 
vs. Platform). 

o Planning: If licenses are insufficient, escalate to management for purchase 
approval. 

o Documentation: Record current license usage for future audits. 

3. Prepare User Data:  

o Standardization: Define a username convention (e.g., 
first.last@company.com). 

o Details Collection: Gather full name, email, job title, and department. 

o Bulk Prep: For multiple users, create a CSV with fields like Username, Email, 
ProfileId, and RoleId. 

4. Create the User Record:  

o Single User: Go to Setup > Users > New User.  

▪ Enter Username, Email, First Name, Last Name. 

▪ Select Profile (e.g., "Standard User"). 

▪ Assign Role (e.g., "Sales Rep") if applicable. 

▪ Set Time Zone, Locale, Language. 

o Multiple Users: Use Setup > Users > Add Multiple Users (up to 10) or Data 
Loader for larger batches. 

o SSO Consideration: If using SSO, ensure username matches external 
identity provider. 

5. Configure Permissions:  

o Profile Selection: Choose a profile aligning with the role (e.g., "Sales User" 
for sales reps). 

o Permission Sets: Add sets for specific needs (e.g., "Export Reports" for 
analysts). 



o Validation: Review object permissions (CRUD) and FLS to ensure access 
matches requirements. 

6. Assign Role and Groups:  

o Role Placement: Position the user in the hierarchy (e.g., under "Sales 
Manager"). 

o Group Membership: Add to public groups (e.g., "Sales Team") or queues 
(e.g., "Lead Queue"). 

o Sharing Impact: Confirm role aligns with Org-Wide Defaults (OWD) and 
sharing rules. 

7. Activate the User:  

o Activation: Check the "Active" box and save. 

o Notification: User receives a welcome email with login instructions (or SSO 
link). 

o Password Reset: Optionally generate a one-time password if immediate 
login is needed. 

8. Test and Validate Access:  

o Login Test: Use the "Login" button next to the user record to log in as them. 

o Checklist: Verify access to apps, tabs, objects, fields, and records. 

o Adjustments: Tweak profile, permission sets, or role if issues are found. 

9. User Training:  

o Onboarding: Provide a quick guide on logging in, MFA setup, and basic 
navigation. 

o Support: Share admin contact info for future issues. 

Exam Tip: Be prepared to explain each step and justify choices (e.g., why choose a 
permission set over a new profile). 

 

5. Managing User Licenses (Expanded) 

User licenses dictate the scope of Salesforce access and are a finite resource tied to your 
org’s contract. Here’s an in-depth look: 

• License Types:  



o Salesforce: Full access to CRM features (e.g., Leads, Opportunities, 
Campaigns). 

o Salesforce Platform: Access to custom objects and limited standard 
objects (e.g., Accounts, Contacts). 

o Chatter Free: Limited to Chatter collaboration; no CRM access. 

o Experience Cloud: For external users (e.g., partners, customers) with 
specific portal access. 

o Identity: For SSO and identity management only. 

o Feature Licenses: Add-ons like "Marketing User" or "Knowledge User." 

• Viewing Licenses:  

o Path: Setup > Company Information > User Licenses. 

o Details: Shows total, used, and remaining licenses per type. 

o Example: "Salesforce: 50 Total, 45 Used, 5 Remaining." 

• Adding Licenses:  

o Process: Contact Salesforce sales or use the billing portal to purchase 
more. 

o Temporary Licenses: Request trial licenses for short-term needs (e.g., 30-
day evaluation). 

o Cost Consideration: Factor in budget; licenses are a significant expense. 

• Reclaiming Licenses:  

o Deactivation: Uncheck "Active" on a user record to free the license. 

o Transfer Ownership: Reassign records (e.g., Opportunities) before 
deactivation via Setup > Data Management > Mass Transfer Records. 

o Freezing: Use "Freeze" as a temporary step to retain the license while 
planning deactivation. 

• License Optimization:  

o Audit: Regularly review license usage to identify unused accounts. 

o Downgrade: Swap full Salesforce licenses for Platform or Chatter Free where 
possible. 



o Example: A user who only posts updates could use Chatter Free instead of 
Salesforce. 

• Exam Scenarios:  

o Question: "You have 2 remaining Salesforce licenses and need to add 5 
users. What do you do?" 

o Answer: Purchase 3 additional licenses or reassign existing ones by 
deactivating unused users. 

Key Point: Licenses are tied to functionality, so choosing the right type is critical for cost 
and access management. 

 
 
6. User Security and Access Controls (Expanded) 

Security is paramount in user setup to protect data and comply with regulations. Here’s a 
detailed exploration: 

• Password Policies:  

o Path: Setup > Security > Password Policies. 

o Settings:  

▪ Minimum Length: e.g., 8 characters. 

▪ Expiration: e.g., 90 days. 

▪ Complexity: Require letters, numbers, special characters. 

▪ Lockout: After 5 failed attempts, lock for 15 minutes. 

o Customization: Adjust based on org security needs (e.g., stricter for 
financial data). 

• Login Hours:  

o Path: Setup > Profiles > [Profile] > Login Hours. 

o Configuration: Set allowed login times (e.g., 9 AM–5 PM, Monday–Friday). 

o Use Case: Prevent after-hours access for non-critical staff. 

o Override: Admins can bypass via "Login" button for testing. 

• IP Restrictions:  

o Path: Setup > Profiles > [Profile] > Login IP Ranges. 



o Setup: Define allowed IP ranges (e.g., 192.168.1.0–192.168.1.255 for office). 

o Bypass: Use "Trusted IP Ranges" in Setup > Security > Network Access for 
broader access. 

o Example: Restrict logins to VPN IPs for remote workers. 

• Multi-Factor Authentication (MFA):  

o Requirement: Mandatory since 2022 for all users. 

o Path: Setup > Security > Session Settings > Require MFA. 

o Methods: Authenticator apps (e.g., Salesforce Authenticator), security keys. 

o Admin Role: Generate temporary codes if users lose access (Setup > Users 
> [User] > Generate New Temporary Code). 

o Troubleshooting: Verify app setup if MFA fails. 

• Freezing Users:  

o Purpose: Temporarily disable login without affecting license or data. 

o Path: Setup > Users > Users > Freeze. 

o Use Case: Investigate suspicious activity or transition a departing user. 

o Duration: Manual unfreeze required; no auto-expiration. 

• Deactivating Users:  

o Process: Uncheck "Active" in user record. 

o Impacts:  

▪ User loses access immediately. 

▪ License is freed for reassignment. 

▪ Owned records remain; reassign via Mass Transfer Records. 

o Pre-Step: Freeze first to test impact. 

• Session Management:  

o Path: Setup > Security > Session Management. 

o Features: View active sessions, terminate specific logins (e.g., from 
unknown devices). 



o Timeout: Set session duration (e.g., 2 hours) in Setup > Security > Session 
Settings. 

• Login Flows:  

o Path: Setup > Security > Login Flows. 

o Purpose: Add custom steps post-login (e.g., terms acceptance). 

o Example: Force users to acknowledge a policy update. 

Exam Tip: Understand how each control interacts (e.g., IP restrictions vs. MFA) and their 
setup paths. 

 

7. Troubleshooting User Setup Issues (Expanded) 

Troubleshooting is a key admin skill tested in the exam. Here’s an extensive guide: 

Issue Possible Causes Solutions 

User can’t log in 
Wrong password, locked 
out, inactive, MFA issue 

Check Login History, reset password, unlock, 
activate, or fix MFA. 

No object 
access 

Profile lacks CRUD 
permissions 

Edit profile (Setup > Profiles) or assign 
permission set with access. 

Can’t see 
records 

Role hierarchy, OWD, or 
sharing rules issue 

Verify role (Setup > Roles), check OWD (Setup 
> Sharing Settings), review sharing rules. 

"Insufficient 
Privileges" 

Missing system/object 
permissions 

Review profile and permission sets; add 
permissions as needed. 

Duplicate 
Username Error 

Username taken globally 
Append a unique identifier (e.g., 
jane.doe1@company.com). 

MFA fails 
Authenticator 
misconfigured 

Reconfigure app or generate temporary code 
(Setup > Users > [User]). 

Slow login 
Network issues, session 
overload 

Check Session Management, terminate old 
sessions, verify IP restrictions. 

• Tools and Techniques:  

o Login History: Setup > Security > Login History – Shows timestamps, IPs, 
and status (e.g., "Failed: Invalid Password"). 



o Field Accessibility: Setup > Security > Field Accessibility – Confirms FLS 
by profile. 

o Sharing Settings: Setup > Security > Sharing Settings – Reviews OWD and 
rules. 

o Debug Logs: Setup > Debug Logs – Tracks system-level issues for admins. 

o Impersonation: Use "Login" button to replicate user experience. 

• Step-by-Step Approach:  

1. Gather Info: Ask user for error message, last successful login, and actions 
attempted. 

2. Check Basics: Verify Active status, password validity, MFA setup. 

3. Review Permissions: Inspect profile, permission sets, and role. 

4. Test Access: Log in as the user to isolate the issue. 

5. Escalate: If unresolved, check system status (trust.salesforce.com) or contact 
support. 

• Common Exam Questions:  

o Scenario: "A user can’t edit Accounts despite having the right profile. What’s 
the first step?" 

o Answer: Check FLS in the profile (Setup > Profiles > [Profile] > Object 
Settings > Accounts). 

Key Point: Start with Login History or permissions; most issues stem from 
misconfiguration. 

 

8. Best Practices for User Setup (Expanded) 

Effective user setup enhances efficiency and security. Here’s a detailed list: 

• Standardize Naming Conventions:  

o Use consistent usernames (e.g., first.last@company.com). 

o Avoid generic names (e.g., salesrep1) for auditability. 

o Example: john.smith@acme.com vs. jsmith@acme.com. 

• Minimize Profiles:  



o Limit custom profiles to core roles (e.g., Sales, Support). 

o Use permission sets for exceptions (e.g., "Delete Leads" for specific users). 

o Benefit: Simplifies maintenance and reduces errors. 

• Leverage Role Hierarchy:  

o Align roles with org structure (e.g., CEO > VP > Manager > Rep). 

o Enable "Grant Access Using Hierarchies" for efficient record sharing. 

o Example: Sales Managers see all Reps’ Opportunities. 

• Document Everything:  

o Maintain a spreadsheet of users, profiles, roles, and permissions. 

o Include change logs (e.g., "Added Jane Doe, 3/10/2025, Sales Rep role"). 

o Tool: Use Salesforce Reports (e.g., "Users by Profile") for tracking. 

• Test in Sandbox:  

o Simulate user setups in a sandbox or Developer Org first. 

o Example: Create a test user, assign a profile, and verify access before 
production. 

o Benefit: Avoids production disruptions. 

• Optimize Licenses:  

o Audit usage quarterly (Setup > Company Information). 

o Downgrade where possible (e.g., Chatter Free for social users). 

o Reclaim licenses from inactive users promptly. 

• Security First:  

o Enforce MFA and strong password policies. 

o Restrict login IPs for sensitive roles (e.g., Finance). 

o Freeze users during investigations rather than deactivating immediately. 

• User Communication:  

o Notify users of setup completion with login instructions. 

o Provide MFA setup guides and admin contact info. 



o Example: Email template: "Your Salesforce account is ready. Log in at 
login.salesforce.com." 

• Periodic Reviews:  

o Check for orphaned accounts (e.g., ex-employees still active). 

o Update roles as org structure changes (e.g., promotions). 

Exam Tip: Be ready to justify best practices (e.g., why minimize profiles?). 

 

9. Exam Scenarios and Examples (Expanded) 

Practice scenarios are crucial for the exam. Here’s an extensive set: 

• Scenario 1: 
Question: A new marketing user can’t access Campaigns despite having the 
"Marketing User" profile. What’s the issue? 
Answer: The "Marketing User" checkbox isn’t enabled (Setup > Users > [User] > 
Edit > Marketing User). This is required for Campaign access, even with the correct 
profile. 

• Scenario 2: 
Question: A sales rep can’t see peers’ Opportunities. OWD is Private. What should 
the admin do? 
Answer: Create a sharing rule (Setup > Sharing Settings > Opportunities Sharing 
Rules) to share Opportunities between "Sales Rep" roles or add the rep to a public 
group with access. 

• Scenario 3: 
Question: An admin needs to add 50 users quickly. What’s the most efficient 
method? 
Answer: Use Data Loader with a CSV containing Username, Email, ProfileId, 
RoleId, etc. Alternatively, use Setup > Users > Add Multiple Users for smaller 
batches (up to 10). 

• Scenario 4: 
Question: A user is leaving. How should the admin handle their account? 
Answer:  

1. Freeze the user (Setup > Users > Freeze) to block login. 

2. Transfer record ownership (Setup > Data Management > Mass Transfer 
Records). 



3. Deactivate (Uncheck Active) to reclaim the license. 

• Scenario 5: 
Question: A user gets "Insufficient Privileges" when creating a Report. What’s the 
fix? 
Answer: Check profile for "Create and Customize Reports" permission (Setup > 
Profiles > [Profile] > System Permissions) or assign a permission set. 

• Scenario 6: 
Question: A manager needs temporary access to delete Cases. What’s the best 
approach? 
Answer: Create a permission set with "Delete" on Cases (Setup > Permission Sets 
> New) and assign it temporarily, removing it later. 

Practice Tip: Simulate these in a Trailhead Playground to solidify understanding. 

 
10. Advanced Topics in User Setup (Expanded) 

These advanced concepts may appear in complex exam questions: 

• Single Sign-On (SSO):  

o Purpose: Integrates Salesforce with external identity providers (e.g., Active 
Directory, Okta). 

o Setup: Setup > Identity > Single Sign-On Settings – Configure SAML or 
OAuth. 

o Benefits: Reduces password fatigue, enhances security. 

o Consideration: Username must match external IDP; test in sandbox first. 

• Delegated Administration:  

o Purpose: Allows non-admins to manage users, roles, or permissions. 

o Setup: Setup > Users > Delegated Administration > New Group. 

o Example: Assign a Sales Manager to add Sales Reps without full admin 
access. 

o Limits: Can’t manage system-level settings (e.g., OWD). 

• Custom User Fields:  

o Purpose: Add custom data to user records (e.g., "Employee ID," "Department 
Code"). 



o Setup: Setup > Object Manager > User > Fields & Relationships > New. 

o Use Case: Track additional metadata for reporting or automation. 

• Login Flows:  

o Purpose: Customize login experience (e.g., enforce terms acceptance). 

o Setup: Setup > Security > Login Flows > New. 

o Example: Display a welcome message or redirect to a training page post-
login. 

• User Provisioning:  

o Purpose: Automate user creation via external systems (e.g., HR software). 

o Tool: Use Salesforce Identity Connect or third-party integrations. 

o Benefit: Streamlines onboarding for large orgs. 

• Role Hierarchy Optimization:  

o Technique: Flatten hierarchy where possible to simplify sharing. 

o Example: Use groups instead of multiple sub-roles for small teams. 

Exam Tip: Know setup paths and use cases for SSO and delegated admin questions. 

 

11. Summary and Key Takeaways 

• User Setup involves creating users, assigning licenses, profiles, roles, and 
permissions, and securing access. 

• Profiles define functionality; Roles and Sharing Rules define visibility. 

• Permission Sets, Public Groups, and Queues enhance flexibility. 

• Security includes passwords, MFA, IP restrictions, and user freezing/deactivation. 

• Troubleshooting relies on Login History, permissions, and testing. 

• Practice: Use Trailhead or a Developer Org to master hands-on setup. 

This exhaustive guide covers all facets of User Setup for the Salesforce Admin Exam. 
Review, practice, and test yourself with scenarios to ensure success. Let me know if you 
need more! 

 



 


