Study Guide for Salesforce Marketing Specialist Certification
Category 7: Security and Compliance
Overview

The "Security and Compliance" category is a cornerstone of the Salesforce Marketing
Specialist Certification. It’s all about keeping your marketing work safe and following the
rules—like locking your house and obeying traffic laws. In Salesforce Marketing Cloud, this
means protecting customer data (like emails and names), controlling who can use the
system, and making sure your campaigns don’t break laws or annoy people. It’s a big deal
because mistakes here can lead to data leaks, angry customers, or even legal trouble.

For beginners, this might sound scary—words like “encryption” or “GDPR” can feel
overwhelming—but don’t worry! We’ll walk through every single piece as if you’ve never
seen it before, explaining it like a friend teaching you a game. This guide is your massive,
step-by-step companion, building on everything you’ve learned about setup, campaigns,
data, analytics, content, and automation. It’s loaded with details, examples, tables, and
tips to get you ready for the exam, focusing on practical skills like setting up users or
handling unsubscribes, all while keeping things safe and legal.

Introduction to Security and Compliance

Security and Compliance in Salesforce Marketing Cloud is like being the guardian of your
marketing kingdom. Security keeps the bad guys out—think of it as locks and keys for your
customer info. Compliance makes sure you’re a good citizen—following laws and
respecting people’s wishes, like not emailing them if they say “stop.” Together, they ensure
your campaigns are safe, trustworthy, and don’t get you in hot water.

As a beginner, you’ll learn to set up users (who can do what), protect data (like hiding
passwords), and handle rules (like letting people unsubscribe). You’ll use tools in
Marketing Cloud’s Setup area and features like suppression lists to stay on the right side of
things. The certification tests you on keeping data secure, following laws like GDPR (a
European privacy rule) or CAN-SPAM (a U.S. email law), and fixing problems—Ilike if
someone gets an email they shouldn’t.

Key things you’ll learn:
¢ How to controlwho uses Marketing Cloud and what they can do.

¢ How to keep customer data safe with passwords and encryption.



e How to follow laws and manage unsubscribes or opt-outs.
e How to checkthat your security and compliance are working.

This is massive because a single mistake—like emailing someone who unsubscribed—can
ruin trust or cost money. The exam will ask things like, “How do you restrict access?” or
“What’s CAN-SPAM?” Your job is to prove you can keep everything locked down and legal,
protecting your company and customers.

Key Concepts and Components
1. User Management and Access Control

User Management is about deciding who gets to use Marketing Cloud and what they can
touch—like giving out keys to your house.

¢ What It Means:
o Users: People who log in, like you or your teammate Sarah.
o Roles: Jobs they do, like “Admin” (boss) or “Content Creator” (email maker).

o Permissions: What they’re allowed—Ilike “Send emails” or “Change
settings.”

e Key Features:
o Administrator: Can do everything—setup, users, sends.
o Marketing Manager: Runs campaigns but can’t change big settings.
o Content Creator: Makes emails, nothing else.
o Viewer: Just looks—no touching!
e Why It’s Important: Stops mistakes—Llike a newbie deleting your data.

Beginner Example: You’re the boss, so you’re an Admin. Sarah makes emails, so she’s a
Content Creator—she can’t mess with your setup.

2. Security Settings

Security Settings are the locks and alarms—keeping your Marketing Cloud safe from
trouble.

e What They Are:



o Passwords: Secret codes to log in—make them tough, like “MyDog2025!”
o IP Whitelisting: Only lets certain computers log in—like a VIP list.
o Single Sign-On (SSO): Uses your company login—no extra password.
o Extra Protection:
o Encryption: Scrambles data so only you can read it—like a secret code.

o Session Timeout: Logs you out if you’re idle—like locking the door when you
leave.

e Why It Matters: Keeps hackers out and data safe.

Beginner Example: You set a strong password and whitelist your office computer—only
you getin!

3. Data Privacy and Protection
Data Privacy is about guarding customer info—like not sharing their secrets.
e What It Covers:
o Personal Data: Names, emails, phone numbers—stuff that’s theirs.
o Encryption: Hides it in transit (e.g., sending to Sales Cloud).
o Access Limits: Only some users see it—like locking a diary.
o Tools:
o Data Extensions: Store safely with keys (e.g., Subscriber Key).
o Field-Level Security: Hide fields, like “CreditCard,” from most users.
e Why It’s Key: Leaks upset customers and break laws.

Beginner Example: You store “Jane’s” email in a Data Extension and lock it so only you see
it—safe and sound!

3. Compliance with Laws and Regulations
Compliance means following the rules—laws that say how you can email or text people.
e Big Ones to Know:

o CAN-SPAM (U.S.): Must have an unsubscribe link and your address—like a
“stop” button.



o GDPR (Europe): Get permission first (opt-in), let them delete their data—like
asking “Can | call you?”

o CASL (Canada): Prove they said yes—like keeping a “yes” note.
e HowtoDolt:

o Add “Unsubscribe” links—automatic in Email Studio.

o Use opt-in forms—like “Check here to get emails.”

o Keep records—like who said yes when.
e Why It’s Huge: Fines or bans if you don’t—yikes!

Beginner Example: Your email has “Unsubscribe” at the bottom and only goes to people
who checked “yes”—you’re legal!

4. Managing Opt-Outs and Preferences
Opt-Outs are when people say “no more”—you have to listen!
e What They Are:
o Unsubscribe: Stops all emails—big “no.”
o Opt-Out: Stops some, like “No promos, just updates.”

o Preferences: They pick what they want—like “Weekly, not daily.”

o All Subscribers: Tracks who’s out globally.
o Suppression Lists: Blocks specific people—like “No emails to Jane.”
o Preference Center: A page where they choose—like a menu.

e Why It Matters: Ignoring them breaks trust and laws.

Beginner Example: Jane clicks “Unsubscribe”—she’s added to All Subscribers as
“Unsubscribed,” and no more emails go to her.

5. Monitoring and Auditing

Monitoring is checking that your security and compliance are working—like a guard on
duty.

e Whatto Check:



o User Activity: Who logged in? What’d they do?

o Send Logs: Did emails go to the right people?

o Errors: Did something break, like a bad unsubscribe link?
o Tools:

o Audit Trail: A log in Setup—shows changes.

o Reports: Track sends or opt-outs—like “Who unsubscribed this month?”
¢ Why It’s Essential: Spots trouble—like someone sneaking in.

Beginner Example: You see Sarah logged in and sent an email—Audit Trail says it’s all
good!

Table 1: Security and Compliance Tools for Beginners

Tool/Concept What It Does Why It’s Cool

User Roles Sets who doeswhat  Keeps control simple
Security Settings Locks it down Stops bad guys

Data Privacy Protects customer info Keeps it secret
Compliance Laws Follows rules Avoids trouble
Opt-Outs Listens to “no” Respects customers
Monitoring Watches everything  Catches mistakes

Step-by-Step Security and Compliance
Step 1: Setting Up Users and Roles
Let’s give people the right keys to Marketing Cloud.
1. Go to Setup: Click Setup > Users in Marketing Cloud.
2. Add aUser:
o Click“New User.”

o Name: “Sarah Jones,” Email: “sarah@company.com.”
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o Role: Pick “Content Creator”—she’ll make emails, not settings.
o Business Unit: “BrandA” (if you use them).

3. Save It: Click “Save”—Sarah’s in!

4. Test It: Ask Sarah to log in—can she only make content? Good!

Beginner Example: You’re “Admin,” Sarah’s “Content Creator’—she can’t touch your
setup, keeping it safe.

Extra Detail: Roles come pre-set, but you can tweak them. “Admin” gets all 10 permissions
(like “Send,” “Configure”), “Content Creator” gets 2 (like “Create Content”). Check Setup >
Roles for the list—it’s like a rulebook!

Step 2: Configuring Security Settings
Let’s lock the doors tight.
1. Set Password Rules:
o Setup > Security > Password Policies.
o Check“Minimum 8 characters” and “Must have a number.”
o Set“Expire in 90 days”—keeps them fresh.
2. Add IP Whitelisting:
o Setup > Security > Network Access.
o Addyour office IP (e.g., “192.168.1.1”)—ask IT if unsure.
o Only that computer works now!
3. Try SSO (If You Can):
o Setup > Security > SSO Settings.
o Linktoyour company login—needs admin help.
4. TestIt: Logout, login—did it ask for “MyDog2025!”?
Beginner Example: You whitelist your laptop—only you log in from there, safe as houses!

Extra Detail: IP Whitelisting uses numbers computers have—like a home address. SSO is
like using your work badge—fancy but optional for beginners.

Step 3: Protecting Data Privacy



Let’s keep Jane’s info under wraps.
1. Check Data Extensions:
o Contact Builder > “Subscribers2025.”
o Fields: “Email” (Primary Key), “Name”—no extras like “SSN.”
2. Limit Access:
o Setup > Users > Edit “Sarah.”
o Uncheck “View All Data”—she sees only her stuff.
3. Encrypt Sends:
o Email Studio > Sends > Check “Secure Send” (if available).
o Scrambles it on the way out!
4. TestIt: Send a test—did Sarah see Jane’s email? No? Perfect!

Beginner Example: “Subscribers2025” has “Email, Name”—Sarah can’t peek, and it’s
encrypted—super safe!

Extra Detail: Encryption uses math to jumble data—only Marketing Cloud un-jumbles it.
“Primary Key” stops two Janes—unique every time.

Step 4: Ensuring Compliance with Laws
Let’s follow the rules like pros.
1. Add Unsubscribe:
o Email Studio > Content > “SaleEmail.”
o Drag“Unsubscribe” link from Content Builder—it’s auto-added!
2. Set Opt-In:
o Website form: Add “Yes to emails” checkbox—Ilink to “Subscribers2025.”
o Only“yes” people get added.
3. Add Your Address:
o Setup > Company Settings > Add “123 Main St, NY.”
o Shows in every email footer—CAN-SPAM loves it!

4. Test It: Send an email—click “Unsubscribe”—did it work?



Beginner Example: Your sale email has “Unsubscribe” and “123 Main St”—you’re CAN-
SPAM-ready!

Extra Detail: GDPR needs “opt-in proof”—save a file of who checked “yes.” CASL’s
stricter—keep dates too!

Step 5: Managing Opt-Outs
Let’s respect Jane’s “no.”
1. Check All Subscribers:
o Audience > All Subscribers.
o Search “jane@email.com”—is she “Unsubscribed”?
2. Add Suppression List:
o Audience > Suppression Lists > New.
o Name: “NoPromo,” add “jane@email.com.”
o No promos for her!
3. Set Preference Center:
o Setup > Preference Center > Create.
o Add“News” and “Offers” checkboxes—she picks!

4. TestIt: Send a promo—1Jane skipped? Success!

Beginner Example: Jane unsubscribes—she’s out of all emails and on “NoPromo”—she’s
happy, you’re compliant!

Extra Detail: Suppression Lists override sends—like a “do not call” list. Preference Centers
use Data Extensions to track choices—fancy but doable!

Step 6: Monitoring Security and Compliance
Let’s play guard dog.
1. Check Audit Trail:
o Setup > Security > Audit Trail.
o See:“Sarah loggedin 3 PM, sentemail.”

2. Run aReport:
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o Email Studio > Tracking > Reports > “Unsubscribe Report.”
o 5unsubs this week—normal?
3. Look at Logs:
o Automation Studio > “Weeklylmport” > Log.
o “Success” or “Error”? Fix errors!
4. TestlIt: Login as Sarah—can she change settings? No? Good!

Beginner Example: Audit Trail shows you added a user—Report says Jane unsubscribed—
all’s well!

Extra Detail: Audit Trail keeps 6 months of logs—like a diary. Reports use Data
Extensions—run weekly to stay sharp!

Table 2: Security and Compliance Steps for Beginners

Step Where What to Do

Set Users Setup > Users Add people, pick roles

Lock It Down Setup > Security Set passwords, IPs

Protect Data Contact Builder Limitwho sees it

Follow Laws Email Studio Add unsubscribe, address
Handle Opt-Outs Audience Stop sends, set preferences
Watch It Setup/Tracking Check logs, reports

Best Practices and Exam Tips
Best Practices
1. Keep Users Tight:
o Only give what they need—Sarah doesn’t need “Admin”!
o Add users one by one—don’t rush.
2. Lock Everything:

o Use strong passwords—mix letters, numbers, symbols.



o Whitelist your desk—keeps strangers out.
3. Respect Privacy:
o Don’t store extras—like “Favorite Color”—unless needed.
o Encryptif you can—better safe than sorry!
4. Stay Legal:
o Always add “Unsubscribe”—no excuses!
o Ask permission—forms are your friend.
5. Check Often:
o Look at logs weekly—did anything weird happen?
o Testunsubscribes—do they work fast?

Extra Detail: Write a “who can do what” list—keeps you organized. Save opt-in forms as
PDFs—proof for laws!

Exam Tips
1. Practice Scenarios:
o Try“Restrict Sarah to emails”—set her as “Content Creator.”
o Know “How do you add CAN-SPAM?” (Unsubscribe + address!)
2. LearnTerms:
o Role: Job type—like “Admin.”
o SS8O0: One login for all.
o GDPR: Permission first.
3. Know Tools:
o Setup: Users, security.
o Audience: Opt-outs, suppression.
o Reports: Check compliance.
4. Fixing Problems:

o Too many users? Cut permissions.



o Nounsubscribe? Add it now!
5. Use Trailhead:
o Do “Marketing Cloud Security Basics”—free, clickable, fun!

Extra Detail: Exam loves “What’s wrong?”—like “No unsubscribe link” (fix it!). Trailhead has
quizzes—try ‘em!

Common Beginner Mistakes
¢ Too Many Admins: Everyone’s boss—chaos! One’s enough.
¢ Weak Passwords: “1234” gets hacked—use “Hard2Guess!”
¢ Ignoring Opt-Outs: Sending to “no” people—big no-no!

Extra Detail: Write “Unsubscribe” on a sticky note—don’t forget! Test weak passwords—
see how easy they fail.

Summary and Quick Reference
Summary

Security and Compliance is about keeping Marketing Cloud safe and legal—like a
superhero guarding your campaigns. You set up users, lock down data, follow laws, handle
“no thanks,” and watch it all. For beginners, it’s like learning to lock your bike and ride on
the right side of the road—simple rules, big safety. The exam tests if you can secure,
comply, and fix issues, keeping customers happy and trouble away.

Quick Reference Table

Idea What It Means Why It Matters for the Exam
User Management Who does what Access control

Security Settings Locks and keys Data safety

Data Privacy Guards customer info Trust and laws

Compliance Follows rules Legal sends

Opt-Outs Respects “no” Customer choice



Idea What It Means Why It Matters for the Exam
Monitoring Watches it all Spotting issues

Final Notes

Get hands-on—add a user in a sandbox, set a password, send an email with
“Unsubscribe.” The exam mixes “How do you secure this?” (like IP whitelisting) with
“What’s this law?” (like CAN-SPAM). Trailhead’s “Marketing Cloud Security” is your buddy—
short, clear, and beginner-perfect.

Massive Wrap-Up

This guide is an ultra-massive dive into “Security and Compliance,” with way more detail
than you might ever need—perfect for a beginner wanting every step spelled out. It’s got
exhaustive explanations (like what SSO really does), extra examples (Sarah and Jane
everywhere!), and tons of reassurance (you’ve got this!).



